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THE EXPECT GROUP OF COMPANIES 

INFORMATION GOVERNANCE 
Scope 

The purpose of this document is to provide guidance to all staff, on Information 

Governance.  
Related Documents 

QG001 Record Keeping 
QG003 Data Protection Information Management 

QMP005 Internet and Email Usage Policy 

MA004 Confidentiality 

MA010 Archiving 
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THE EXPECT GROUP OF COMPANIES 
INFORMATION GOVERNANCE 

 

  AIMS  

 To maximise the value of organisational assets by ensuring that data is:  

o Held securely and confidentially;  

o Obtained fairly and lawfully; 

o Recorded accurately and reliably; 

o Used effectively and ethically; and  

o Shared and disclosed appropriately and lawfully.  

  

 To protect the organisation’s information assets from all threats, whether 

internal or external, deliberate or accidental. The Company will ensure:   

o Information will be protected against unauthorised access; 

o Confidentiality of information will be assured; 

o Integrity of information will be maintained; 

o Information will be supported by the highest quality data; 

o Regulatory and legislative requirements will be met; 

o Business continuity plans will be produced, maintained and tested; 

o Information security training will be available to all staff, and; 

o All breaches of information security, actual or suspected, will be 

reported to, and investigated by the Information Governance Senior 

Manager.  

 

  STANDARDS OF EXCELLENCE 

 Roles and responsibilities for Information Governance are identified. 

 Staff are trained in Information Governance. 

 Information about Information Governance is made available. 

 Information Governance is reviewed annually. 

 

  INTRODUCTION  

3.1 Information Governance is a framework for handling personal information in 

a confidential and secure manner to appropriate ethical and quality 
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standards. It provides a consistent way for employees to deal with the many 

different information handling requirements including:  

• Information Governance Management; 

• Confidentiality and Data Protection assurance;  

• Corporate Information assurance; 

• Information Security assurance.  

 

  ROLES AND RESPONSIBILITIES  

4.1 Chief Executive Officer 

 Overall accountability for procedural documents across the 

organisation lies with the Chief Executive Officer who has overall 

responsibility for establishing and maintaining an effective document 

management system, for meeting all statutory requirements and 

adhering to guidance issued in respect of procedural documents.  

 

4.2 Caldicott Guardian  

 The Service Manager for Policy has been appointed Caldicott 

Guardian, he will: 

 Ensure that The Company satisfies the highest practical standards 

for handling Service User identifiable information; 

 Facilitate and enable appropriate information sharing and make 

decisions on behalf of The Company following advice on options for 

lawful and ethical processing of information, in particular in relation 

to disclosures; 

 Represent and champion Information Governance requirements 

and issues at Senior Management level; 

 Ensure that confidentiality issues are appropriately reflected in 

organisational strategies, policies and working procedures for staff, 

and; 

 Oversee all arrangements, protocols and procedures where 

confidential Service User information may be shared with external 

bodies both within and outside The Company. 
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4.3 Senior Information Risk Owner (SIRO)  

 The Deputy Chief Executive Officer has been nominated as Senior 

Information Risk Owner (SIRO). She will:  

 

 Take overall ownership of the organisation’s Information Risk 

Policy.  

 Act as champion for information risk at senior manager level and 

provide advice to the Chief Executive in regard to information risk.  

 Understand how the strategic business goals of The Company may 

be impacted by information risks, and how those risks may be 

managed.  

 Implement and lead the Information Governance Risk Assessment 

and Management processes within The Company Limited;  

 Advise the Senior Management Team on the effectiveness of 

information risk management across The Company,  

 Maintain an awareness of information governance issues within 

The Company; 

 Review and update the information governance policy in line with 

local and national requirements;  

 Undertake the role of Information Security Officer, with support 

from the IT Manager;  

 Review and audit all procedures relating to this policy where 

appropriate on an ad-hoc basis; 

 Oversee the formulation and implementation of ICT related policies 

and the creation of supporting procedures, and ensure these are 

embedded within the organisation 

 Oversee the development and implementation of robust ICT 

security arrangements in line with best industry practice;  

 Ensure effective management and security of The Company ICT 

resources, for example, infrastructure and equipment;  

 Develop and implement a robust IT Disaster Recovery Plan;  

 Ensure that suitable and sufficient ICT security levels are 

maintained;  

 Ensure the maintenance of all firewalls and secure access servers 

are in place at all times; 
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 Act as the Information Asset Owner for the ICT infrastructure; 

 Ensure that line managers are aware of the requirements of the 

policy, and: 

 To receive training as necessary to ensure he remains effective in 

the role of SIRO.  

  

4.4 Information Asset Owners  

 All staff who process and hold information are Information Asset 

Owners (IAO) and will:  

 Contribute to the culture that values, protects and uses information 

for the benefit of Service Users; 

 Know what information comprises or is associated with the asset, 

and understands the nature and justification of information flows to 

and from the asset; 

 Know who has access to the asset, whether system or information, 

and why, and ensures access is monitored and compliant with 

policy;  

 Understand and address risks to the asset and providing assurance 

to the SIRO;  

 Ensure there is a legal basis for processing and for any 

disclosures, and; 

 Refer queries about any of the above to the SIRO.  
 

4.5 Line Managers  

 Line managers will take responsibility for ensuring that the Information  

Governance Policy is implemented within the scope of their 

responsibility.  

4.6 All staff  

 It is the responsibility of each employee to adhere to the policy.  

 

 Staff will receive instruction and direction regarding the policy from a 

number of sources:   

 Core procedures;  

 Line managers;  

 Specific training course;  
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 Other communication methods, for example, team meetings; core 

brief; newsletters; and Staff Intranet.  

 

 All staff that are required to undertake Information Governance training, 

do so on an annual basis.  

 

 All staff must make sure that they use the organisation’s IT systems 

appropriately, and adhere to the ‘Acceptable use of ICT’ Policy 

(QMP005).  

  

   INFORMATION GOVERNANCE FRAMEWORK  

5.1 The Company has developed a framework for its Information Governance 

Policy. This is supported by Information Governance policies and related 

procedures to cover all aspects of Information Governance requirements.  

5.2 The Information Governance Framework includes but is not limited to the 

following Policies and Procedures: 

 QG001 Record Keeping 

 QG003 Data Protection Information Management 

 QMP005 Internet and Email Usage Policy 

 MA004 Confidentiality 

 MA010 Archiving 

5.3 The Company has established that its senior managers will monitor 

implementation of the Information Governance Policy, its requirements and 

other information related legal obligations.  

5.4 Senior managers will provide advice and guidance to all staff on all elements 

of Information Governance. Together they will be the Information 

Governance Team and will be responsible for:   

 Providing advice and guidance on internal information governance to all 

staff.  
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 Working with Service Users and the Information Governance SIRO to 

ensure there is consistency of Information Governance across the 

organisation.  

 Contributing to the development of internal Information Governance 

policies and procedures.  

 Working with the SIRO to establish protocols on how information is to be 

shared.  

 Developing Information Governance awareness and training programmes 

for staff.  

 Ensuring compliance with Data Protection, Information Security and other 

information related legislation.  

 Providing support with freedom of information requests.  

 Implementing The Company’s Information Governance guidance and 

policies. 

 Providing support to the Caldicott Guardian and Senior Information Risk 

Owner (SIRO) for internal Information Governance related issues.  

 Information Governance assurance for care data.  

 

  INFORMATION GOVERNANCE TRAINING  

6.1 A training needs analysis will be undertaken for staff affected by this 

document.   

6.2 Based on the findings of that analysis appropriate training will be provided to 

staff as necessary.  

  

  MONITORING  

7.1 Compliance with this document will be monitored via the Information 

Governance team. 

7.2 The SIRO is responsible for the monitoring, revision and updating of this 

document.  
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  REQUESTS FOR PERSONAL INFORMATION 

8.1 During the course of their work, staff may be asked to supply personal 

information about a Service User. 

8.2 Staff must not volunteer confidential information about a Service User 

without the express permission of the Service User or where it is agreed with 

a healthcare professional that it is in the best interests of a Service User.  

Staff must seek guidance from their line manager if in any doubt.  

8.3 To obtain access to personal information an individual must send a written 

request. This request must: 

 Clearly state the name and contact details of the applicant; 

 Clearly state what information is required. 

8.4 Where appropriate, a fee of £10 may be charged to the person requesting 

the information. 

8.5 In all cases the identity of the person requesting information must be 

established. 

8.6 A request for personal information must be responded to as quickly as 

possible, and no later than 40 days after receiving it. The 40 days does not 

start until any identification requirements are met and any fees are received. 

 

  EQUALITY IMPACT ASSESSMENT  

9.1  This document forms part of The Company Limited’s commitment to create a 

positive culture of respect for all staff and Service Users.  The intention is to 

identify, remove or minimise discriminatory practice in relation to the 

protected characteristics (race, disability, gender, sexual orientation, age, 
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religious or other belief, marriage and civil partnership, gender reassignment 

and pregnancy and maternity), as well as to promote positive practice and 

value the diversity of all individuals and communities. As part of its 

development this document and its impact on equality has been analysed 

and no detriment identified.  
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